[MTar 1. HacTpolika mapameTpoB KOMIIbIOTEPA.

Hacrpoiika napameTpoB KoMIbioTepa Heo0X0MMa B TeX C/Iy4asix, KOrjia paHHee MOJK/IIoueHe
OBIIO BBITIONHEHO HamnpsiMyto (6e3 yuacTvsi poyTepa) U yCTaHaB/IMBAeTCs HOBBIM poyTep. B mpyrux
C1ydasix (3aMeHa OJHOrO poyTepa Ha JIpyroi) 3TOT Iar MOXKHO IPOIyCTUTh. Takyke 3TOT 11ar
MO>KHO TIPOITy CTHTb, €CJIH TIOAK/TFOUeHre KOMITBIOTepa K poyTepy TP ITOMOLIH Kaberst He
[IJIaHUPYeTCs.

1) Haxxmure KHOTIKY «ITyCK» 7IeBOM KHOITKOHM MBIIIH /IJ1s1 OTKPBITHSI MEHIO U BbibepuTe «IlaHesb
yIpaBJ/IeHus1».
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2) OtkphriB MeHI0 «[1aHesb yripaBieHus», BoibepuTe «CeTh v VIHTepHeT» - «[IpocMoOTp cocTosiHUS
CeTH M 3afau».
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3) B nmpocMoTpe cBefieHUd 0 CeTH BbIOMpaeM TeKyllee akTUBHOe MoK/IroueHre. OHO HAXOAUTCS
11o/] 3arojioBKOM «[IpocMOTp akTUBHBIX ceTel». OTKpbiBaeM CChIIKY «[loaKmroueHue 1o J0KaJIbHOU
CeTm».
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‘m. HacTpofcs HOBOMD NOALNEONEHRS WA CETH

Hactpofka BecnpoBogrore, WMPOKOMOASCHEND, MOAEMHOND, NPAMOTD MAM
VPM-nogemouesis WAK 308 HECTPORKE M3 PALPYTHIITOPS HAW TOUKH JOCTYNL.

‘5. NoaxAurTECE K CETH

Moararouesne Wis NEETOPHOE NoARARUERME K BECNPOBOAHOMY, NPOBOAHDMY, MOAERHOMY
CETERCMY COEIMHENMRD WK Nogaryenne € VPN,
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4) anee OTKPOeTCsI OKHO COCTOSTHUS MOJK/TFOUEHHSI K CeTH, B KOTOPOM HeoOXOAMMO HaXKaTh
KHOTMKY «CBOMCTBa».
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Moaknwo4eHne
IPv4-noaknodyeHHe: WHTepHeT
IPvE-NoaKnoHeHHe: Bes gocTyna K cetn
CocToaHue cpefkl: MogknoyeHo
AnMTensHOCTL: 6 anen 01:04:15
CropocTe: 100.0 MBuTfc
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5) B otkpsiBIIeMcst okHe BbiOepuTe «IIpoTokon nHTepHeTta Bepcusi 4 (TCP/IPv4)» u HaxkmuTe
KHOTIKY «CBOMCTBa».
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6) B cBoiicTBax HeOOXOAUMO BHICTaBUTh:
[Tonyuwnts IP-afipec aBTomMaTHyeCcKu

ITonyuuts agpec DNS-cepBepa aBTomarnuecku
IToc/ie 5TOr0 HaXkKMUTE KHOMKY «OK».

Ceoictea: Npotoken MHtepreta sepcun 4 (TCP/IPvE)

Ofime ANETEPHATMBHAA KOHGMM ypaLma |

MapaMeTpel IP MOryT HA3HEYATHCA AETOMATMYECKI, BCIW CETh
NoALEPHMBIET 3TY BOSMOXHOCTE, B NPOTUEHOM Cnydae NapaMeTpel
IP MOMHO NONYYMTE ¥ CETEBOMD aAMMHMCTPATOPa,

i@ ony4uTe IP-a0pec SETOMATHYECKK

() Mcnonb30BaTE CNEAYIoWWA IP-aapec:
IP-anpec:
Macka noaceTw:

CICHOBHOM WAHIE!

(@ Mony4uTe appec DNS-Cepeepa aBToOMATHHECKK
") McnonbzoBaTh cneayiowme agpeca DNS-cepsepos:
MpeanoUrTaemeld DNS-cepeep:

ANETEPHATHEHRIA DMN3-cepEep:

MoATEEPAMTE NEPEAMETPEI MK BRIXOAE [ AonansuTentHo ]

[ OK ][ OTmeHa ]




[Mar 2. [Toax/roueHve poyTtepa.

1) IogkMrounTe BHEIIHWIM UHTEpHEeT-Kabeslb B CHHUM pa3béM Ha 3a/iHel raHesin WiFi-poyTepa.

2) Ecnu a1 HaCTPOWKY poyTepa IJIAaHUPYETCsT MCTIOb30BaTh MTPOBOHOE TTO/IK/TFOUeHHe, TO
TIOJJK/TFOUMTE JIOTIO/THATE/IbHBIN Kabeb OJHUM KOHIL[OM B JIF000M U3 JKeNThIX pa3bEMOB Ha 3aJHEM
TaHe/Tu pOyTepa, a BTOPhIM KOHIIOM B COOTBETCTBYIOLUM Pa3béM KOMITbIOTEPA.

3) Eciiu 11 HaCTpOMKM poyTepa MIaHWPYeTCs UCTI0/Ib30BaTh OeCITpOBOIHOE TIOIK/TFOUeHHe, TO
MOCMOTPUTE Ha HIDKHIOKO TaHes b poyTepa. OKosIo OZJHOTO U3 IITPUX-KOJ0B Oy/IeT yKa3aHo
Ha3BaHUe U TIapo/ib OecrpoBoHOM ceTH poyTepa (SSID — Ha3BaHMe OecripoBoHOM ceTu, PIN —
naposib 0ecripoBoziHOM ceTH). IToK/TI0UUTEeCh K ITOU CEeTH.

TP-LINK

Model: TL-WRB45N

Power: 8V ==0.6A

Default Access:

http/plinkwifi.net

Usemame: admin [i] K[H[

Password: admin ReHS s

FECEM 588- e

FOCID TETWRIR 1 BBSIAWREASN

bt bl "“"‘"‘“‘::; . TP-LINK_67AE




[ar 3. Hactpoiika poyTepa.

1) 3anycTuTe nHTEpHET-Opa3yep Ha TOM yCTPOMCTBe, KOTOpOoe MofiKroueHo K WiFi-poyTepy
(HeBa)XHO, TTPOBOOM MK uepe3 WiFi-ceTs). B ajpecHol cTpoKe uHTepHET-Opa3yepa Habepure
aapec 192.168.0.1 u nepeiiaute o HeMy. [Ipu 3arpoce UMeHHU T10/1b30BaTe/isl U M1apoJisi BBeJUTe
1M1 TIo/ib30Baresist «admin» 1 maposb «admin» (6e3 KaBbIuek).

/ 47 TL-WRB50N x \D
C O | [ 192.168.0.1

TP-Link Wireless N Router WR850N

10 tp-link Mopens TL-WR850N

CocTosaHme

BbICTpan HacTpoiika

PaGoumii pexuim CocToAHMe

CeTtb

BecnposogHoit pexmm - 2,4 T BepcuA ectpoentoro NO:  0.9.1 3.16 v0283.0 Build 180619 Rel.56190n
locTeBas CeETb BepcuA obopygoeaHua:  TL-WRB50M v4 00000004
DHCP

MNepeagpecauyna LAN

3awmra

MAC-agpec: 50:C7:BF:B1:38:40
IP-aapec:  192.168.0.1
Macka nogecetn:  255.255.255.0

POAMTENBCKUIA KOHTPONE

KoHTpone goctyna

NANAAUETANL UL IS EaATRARET ST S0 14,

2) B neBom meHr0 Beibepute paszzen «CeTb». [Tocsie 3TOTo B 1ieHTPa/IbHOM UaCTH CaiiTa BLIOepHUTe
Tun nogkmoueHus «Crarnueckuit IP-agpec» u nepenuiivre AaHHbIe U3 10TOBOpa B
COOTBeTCTBYHOLMe CTpOUukKU. Haxkmure KHOHII(\Y «COXpaHUTb».

Pabounii pexum WA

Cets

- WAN

CLAN THN NoAKNIYEHNA: |cﬁ,—mqe{;mﬁ IP-agpec 1'|

- IPTV
- KnonupoeaHue MAC-agpeca

IP-agpec:  |10.20.30.40

Macka nogcetu:
BecnpoBogHOR pexum - 2,4 T oA |255-255-252-D

[oCTEeBad CeTb

|
|
Wmos: | 10.20.31.254 |
|
|

DHCP MpegnounTaemsiil DNS-cepeep: | 83.243.64.1
MNepeagpecalns ANETEPHATHBHBIH DNS-cepsep: | 83.243.65.2 (no BeiGopy)
3awuTa

POOMTENLCKWA KOHTPOML

KoHTpone goctyna

[JoNoAHUTENbHBIE HACTPORKN MapLLpYTH3aLMW CoXpaHuTb
KoHTpons nponyckHoi cnocofHoCTK

Crepytomye Ba IMyHKTa OTHOCSTCS K HACTPOIKaM OecripoBofHOM ceTH. Ecmm Bac ycTpauBaroT
CTaH/apTHbIE Ha3BaHUe U Mapo/ib 6eCrpoBOHOM CeTH, TiepeluTe K MyHKTY 5.



3) B neBom meHto BeiOepuTe pasgen «becnpoBogHoit pexkum - 2,4 T'T'oy». [Tocse 3TOro B CTPOUKY
«VIms1 6ecripoBoziHOM ceTu» BOMILINTE )KeslaeMoe uMs ceTd. HaxxmuTe KHONKY «COXpaHUTb».

PaGou pexsm OcHoBHble HacTpoidkn - 2,4 My

CeTb

BecnposofHoiA pexmm - 2,4 Ty BecnpoeogHoi pexim - 24 Ty @ BrmounTe () OTRIKUMTE

- OCHOBHbIE Hacrpoﬁm ima GecnpoeogHoi ceTy: | TP-Link_3840 |
- WPS

- 3auTa GECNPOBOAHOND PEXUMA PexuM: | 11bgn cewankbii ¥ |

- ®unsTpauma MAC-anpecos KaHam

- [loNONHUTENBHbIE HACTPOIKY WiMpWHA KaHANA: | AgTo v

- CratucTuka becr 10T MUMA =
CrarucTika BecnpoBOAHOND PEXUMA @ BiNIoUATS WMPOKOBELLAHME SSID

locTeBad CeTh
DHCP

MNepeagpecauys __ CoxpaHuTs

4) B neBoM MeHH0, B paszene «becripoBogHol pexxum - 2,4 T'T'» BeIOepUTe MOAMYHKT «3alluTa
OecripoBOZIHOTO peXkuMay». YOeauTech, UTo TOUKol oTMedueH TyHKT WPA/WPA?2 - Personal
(pekomeHyeTcst)». B cTpouky «Ilaposib 6eCripoBOHOM CeTH» BIMILINTE YKeJlaeMbli MTapoJib CETH.
Haxmure KHONKY «COXpaHUTb».

= 3allKTa becnpoBOOHOTD DEXMME
PaBoumii pexvm salliTa POBOAHOTO peXxrmMa
CeTb
BecnpoBoaHoM pexiam - 2,4 Ty Mpumeuanre: 3awuta WEP, ayTesTugukanus WPAMPAZ - Enterprise M WWpoBaH
- OCHOBHBIE HACTPOIKHK Yrofbl 0Be30nackTL Bally CeTh, HACTOATENLHO PEKOMEHEYETCA BKMIOYMTL JAILMTY be
- WPS
bl () OTENHMMTE 3ALWTY
- 3alwTa GecnpoBOgHOND PEXUMA
- DUNBTpaLMa MAC-afpecos (® WPAWPAZ - Personal (pexomeHayeTcA)
- JononHWTENEHBIE HACTPORKK BepcvAa: | WPA2-PSK v
- CtatucTiKa GecnpoBogHOI0 peXMMa Wnchpoeanne: | AES v
locTesan ceTb Mapons GecnpoeogHon cetu: |g5577731
DHCP Mepuog 06HOBNEHWA TPYNNOBOTD KMKONA: | g

5) ITo3BonwuTe N0 HoMepy 459-0000 (go6aBouHBIM 2) ¥ COOOIIMTE, UTO TPeOyeTCst COPOC MPUBSI3KU
MAC-azpeca no npuuriHe HaCTPOMKKU HOBOT'O POyTepa.



